
All rights reserved © O.Pozzobon.

Phd Program

GNSS signal authentication and 

applications in the aeronautics domain

Sciences and Technologies for Aeronautics 

and Satellite Applications 

Oscar Pozzobon

Padova, 24/10/16

CISAS-UPD



All rights reserved © 2014

Phd Program

CISAS-UPD

The importance of GNSS in aviation

 Emerging use of GNSS in 

aviation

 Performance based 

navigation 

 RNAV

 RNP

 The following flight phases are 

considered critical for the increasing 

use of GNSS :

 INITIAL CLIMB (ICL) 

 EN ROUTE (ENR)

 APPROACH (APR) 
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GNSS use in aeronautics

Risk

P(EP>TSE)
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Current DO-236/ED-75 RNP 

Requirements

 ACCURACY

 Aircraft must remain within accuracy 

limit 95% of flight time 

 Maximum TSE with 95% probability <= 

1 x RNP

 INTEGRITY

 Probability to transgress the 

containment limit set at 2 x RNP 

without alert must be <10-5/FH

 CONTINUITY

 Probability of RNP capability loss with 

alert must be <10-4/FH 

FMS

IRS

GNSS

Air data 

CDU

Other Avionics interfaces

Generic FMS

ANP <= RNP
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Generic model for authentication

“A GNSS solution is as trusted as both 

the data processed and the range 

estimated are obtained by the desired 

source and for which the radio wave had 

no unpredictable interactions in the path”
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“The limit of a feasible attack area without 

creating a clock bias is the outer area of a 

sphere where the center is the satellite 

and the radius the sum of the satellite-to-

attacker and attacker-to-target distance.”
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Feasible attack 
area without 
creating a clock 
bias

“A GNSS position, time and velocity is as 

trusted as the trust than can be given to 

both the GNSS solution function and the 

time information used as input”

Postulate 1

Postulate 2

Postulate 3

Postulate 1 concept

Postulate 2 concept
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